368 7 o B F 2% 5 i B R Vol. 36 No. 7
20194 7 H MICROELECTRONICS & COMPUTER July 2019

S| MG ARV, R TT AT R ST ARENLA I v 4 ST . o 2 S5 1R, 2019, 36 (7) : 98-102. [XU P J,
YUAN Y F,FU Q Q. Implementation of chip access control based on state machine[ J ]. Microelectronics &. Computer, 2019, 36

(7):98-102. ]

E T RSB F i e 42 §) 23

TP RBF ANEF
AR FRHE A BRA A L A6 A 100172)

W OE ASCRET MR EEE T R T SRR SO AR 4 R E AL O e e T —
A7 2R AL ZRSIAE T ERRE LK 32 R ER P HANBS TLZLERANEELZ2REWEE, R
AR AR R TR B0 ST E] At SO B A BV L LR O T R R R BLRL B AR, T IR A RO
ASHUFR BL R AR IROR AS L. FRIER A5 AL 0 3 Fr B A ARCIR o B R R A5 L o) S B0 R B 977 ] AR IR, 3 33 7 AR A5
L8y 46 R SEFLE U HF o T2 45 o) oy o 4 (4 3.

KGR RN HEHZ2RS; XHERA

hE4HS%KE. TP311 ERARIRAS . A XEHE. 1000—7180(2019)07—0098—05

Implementation of chip access control based on state machine

XU Ping-jiang, YUAN Yang-fang, FU Qing-qin
(Beijing Smartchip Microelectronics Technology Company Ltd, Beijing 100192, China)

Abstract: A chip access control method is proposed in this paper to solve the file access control problem of multi-
applications chip. Firstly, a security state machine is designed, which subdivides the access right into 32 levels.
Driven by user instructions, the security state machine undergoes security state transition. Only when the security
state meets the preset file access conditions, file access is allowed. At the same time, in order to isolate the access
right of different applications, the environment state machine and the application state machine are defined. The
environment state machine controls the access authority of the chip as a whole, the application state machine controls

the access authority of a single application, and through the combination of two state machines, the fine management

of chip file access control is realized.
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